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Abstract. The conceptual essence of cybercrime and its typology are considered in the article, 

the modern legal regulation of fight against cybercrime is generalized. The criminal-legal 

assessment of the intensification of cybercrime under the influence of COVID-19 in Ukraine is 

given. A comparative analysis of the criminological practice of counteracting the cybercrime 

pandemic in the conditions of COVID-19 is conducted. Recommendations on criminalization of 

some types of crimes and threats in the field of digital transformation, introduction of the newest 

tools of fight against cybercrime on the basis of modern digital technologies are substantiated. 
Key words: cybersecurity, cybercrime, digitalization, criminalization, COVID-19, criminal 
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At the present stage of its 

development, humanity is facing not only 

the changes associated with globalization 

and scientific and technological progress, 

but also completely new challenges and 

threats posed by a dynamically 

developing society. These, of course, 

include the COVID-19 pandemic, which, 

among other things, led to an increase in 

criminal activity in cyberspace. 

Therefore, the issue of generalization of 

theoretical and legal principles and 

criminological aspects of cybercrime, 

development of recommendations for 

improving criminal law regulation and 

improving the effectiveness of the system 

of countermeasures to overcome the 

challenges of COVID-19 became 

relevant. 

Generalization of scientific views and 

taking into account the current situation, 

allowed to formulate the author's 

interpretation of the concept of 

"cybercrime" in the subject-object and 

target approaches, highlighting its 
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substantive nature and organizational 

aspects.  

The COVID-19 pandemic has been 

shown to activate cybercrime. The 

analysis of the dynamics of cybercrime 

in Ukraine during 2018-2021 showed a 

steady trend towards an increase in 

offenses related to unauthorized 

interference and unauthorized actions 

with information. This allowed authors to 

make recommendations on the 

criminalization of certain types of crimes 

and threats, strengthening the set of 

measures aimed at effectively combating 

cybercrime. 

Particular attention is paid to digital 

technologies that can be an effective tool 

in the fight against cybercrime, including 

artificial intelligence, Blockchain, XDR, 

Secure Access Service Edge (border 

secure access services). 

Thus, to overcome the impact and 

consequences of the COVID-19 

pandemic crisis on cybercrime, the 

potential of modern digital technologies 

can be successfully used along with 

continuous monitoring and identification 

of objective patterns, determinants and 

characteristics of certain types of 

cybercrime, forecasting the behavioral 

profiles of cybercriminals to ensure 

cybersecurity in the period of post-war 

recovery. 
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